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TU Problem Statement
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Service-Based Internet Systems become
Increasingly complex.

— They become harder to
manage,
analyze, &
monitor.

How to master the complexity?
How to monitor system requirements?
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TU Context & Focus
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Context: Model-Driven Development (MDD)
Focus: Compliance Monitoring of Business Processes
Models are used for describing the

System
Process Models

System Requirements
Compliance Concerns of Business Processes

Requirement Models annotate System Models
novel, direct linkage and correlation of
system & requirements models
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TU Runtime Challenges
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Traceability (high-level < low-level model-
iInstances and code)

essential for meaningful feedback from runtime to
stakeholders and for identifying and understanding
the root-cause
Model-based execution is rarely used: missing
infrastructure that supports dynamic lookup of
models for model-aware systems
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Approach | Overview

Runtime
| - Monitor |
2. emit runtime events 4. create reports containing
(containing UUIDs) model information
3. retrieve models
Generated by UUID
System
1. generate & deploy system 5. if necessary,

(with UUIDs) change models
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The First Electronic Message
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Samuel F. B. Morse
May 24th, 1844
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M@RSE

Model-Aware
because it stores models & MDD artifacts
Repository

because it supports configuration management (e.g.,
versioning) of MDD projects

& Service Environment

because it offers service-based interfaces and
Integrates with other model-aware components, that
cover the model-driven engineering lifecycle
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MORSE Core Model
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MObject MMetadata
> _ o—> Metadata
uuid: String 0.1 uuid: String 0.*

] state: MObjectState - other
MProject revision: long metadata dc Z>
’ MNo..1 —=> vuuid: String 1

project 0.1\ head: boolean
root : DublinCore Tag —
0..1
MArtifact A . original title: String tag: String
modified creator: Stri
data: byte][] tor. String
tontT - Stri - subject: String Digest
contentlype : String MObjectState | | yescription: String
Artifacts <<enum>> publisher: String digest : byte[]
tagf active contributor: String
MTag | | inactive date: Date A
" locked type: String SHA1
parent tags A format: String
0..1 source: String
>~ MBranch MBuild identifier: String
0 1 language: String
mainBranch A relation: String
coverage: String
MSnapshot | | MRelease rights: String
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MModel, -Element, -Relation

MObject
I
MArtifact
A ® Src outRelations
MModel *
0..1 dest
’ model . .
inRelations | *
MModelRelation
* |elements <O..1destEIement A
MModelElement = -{  MinstanceRelation
0..1 srcElement
— MInheritanceRelation
— MAnnotationRelation
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MORSE Architecture

T

MORSE

. r
MDD Project | Web Service :
AdmlnI Client : Interfaces : Builder
| MDD Project || |. Service
; i | - _ invoke
build, deploy project i | Administration |! Deployment
| Interface : Service
I
Modeling Tools | ' access
, Resource :
I y| Management :
create/modify models | Interface | | access| Generic access
I .
| | Repository
_ | : I Interface
query models & projects q Information |
[ q Retrieval ' _
| Interface | Persistence
Runtime Client e J' access Backend
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Approach | Components

Model-Aware Repository & Service Environment
services for the storage & retrieval of models

Eventing Infrastructure
emits events with traceability information

Monitoring Infrastructure
analyzes events to check compliance
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Monitoring Architecture

Monitoring Infrastructure

create/modify models and DSLs
e e T e e
I ' querv/aet | T | %
[ query/get N
: : process models and Application Server ESB I slorts
| | compliance rules Instrumented events Runtime | iolations| Compliance
I I Services Compliance Governance
- query/get Monitoring Web Ul
eventing instructions .
Model- K———="—————— — QIR analysis
Aware events results
r Repository (K —————————— —
' | q;loeg{sqsell;vodels Business events Reportir)g/
L3 P Process Analysis
transform | Engine
models : events data
and DSLs | £
I : execution data xtract, data
| query/get AUd_'t Transform,
Trail Load (ETL)
|

| process models and

| compliance rules |
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TU MORSE Traceability
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<morse:traceability build="56810150 - 5bd8-4e8e-9ec5-0b88a205946b">
<row query="/process[1]’
queryLanguage="urn:oasis:names:tc:wsbpel:2.0:sublang:xpath1.0">
<uuid>6338b114-3790-4566-a5c4-a35aadefe4 1b</uuid>
<uuid>cd2865e2-73a7-4c8d-8235-974057a40228</uuid>
<uuid>4bcf3d70-9c23-4713-8602-3b64160c45e8</uuid>
<uuid>c568c290-e03e-46c8-9a9a-d7afde80cc3a</uuid>
</row>
<row query ="/process[1]/sequence[1]/receive[1]>
<uuid>354b5161-dfab-44ef-9d52-3fb6a9d3411d</uuid>
</row>
<row query ="/process[1]/sequence[1]/invoke[3]>
<uuid>7d32b4f4-4163-4223-8860-db213f7e0fe1</uuid>
</row>
</morse:traceability>
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TU
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Case Study

SEC. 409. REAL TIME ISSUER DISCLOSURES.

Section 13 of the Securities Exchange Act of 1934 (15 U.S.C. 78m), as
amended by this Act, is amended by adding at the end the following:

“(D REAL TIME ISSUER DISCLOSURES - Each issuer reporting under
section 13(a) or 15(d) shall disclose to the public on a rapid and current basis
such additional information concerning material changes in the financial
condition or operations of the issuer, in plain English, which may include
trend and qualitative information and graphic presentations, as the
Commission determines, by rule, is TNecessary or useful for the protection of

IIIVBbLUIb d[lu 111 Ultf pl,ll)llb lllLBI Bbl .

A credit card company might for
instance implement a business process
for the reporting of security breaches.

Personal info
lost or stolen?

Dashboard with up-
to-date compliance
analysis reports.

Assess yes
. Response
Intrusion

Write
Form 8- K

Approve
Form 8-K

Publish
Form 8-K

/
The publication of the press release must occur within
2 business days after the detection of the intrusion.
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Personal info
lost or stolen?

Approve
Form 8-K

Root-Cause Analysis &
Process Redesign

1. Deploy process models | BUsiness |5 gt events %

: ComplianceConcern

. PublishDeadline

ID = ,Sec 409 Real time issuer disclosures*
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formID = ,Form8K"“
duration =2
unit = BusinessDays

5. Retrieve responsible /
corresponding models

- 0

6. Report violation

Compliance
governance
Web Ul

7. Root cause analysis / manipulation of model(s)

Before: sequential task execution; slow, lots of violations %

After: parallel task execution; faster, fewer violations BT ,,,,,,,,,,,,,,,,,,,,,
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Write Approve Publish
Form 8-K Form 8-K Form 8-K

Personal info
lost or stolen?

Intrusion
detected
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process
engine
4. Process
| UL and
analyze
Monitori events
3. Get compliance models onitoring
(rules) for process Infrastructure X‘
Violation
detected
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TU Performance & Scalability
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TU Conclusion

WIEN

correlated system & requirements models
coupled MDD with eventing at runtime

enabled dynamic, model-aware monitoring
through MORSE

shifted the model management from design time
to runtime

Further Work
adaptation, compensation, synchronization
supporting evolution of models during runtime
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Thanks for your attention!

Ta'id Holmes
Distributed Systems Group

Institute of Information Systems
TU Wien

http://www.infosys.tuwien.ac.at
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